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1. Global OpenNet Basics

1.1. Required Information to Access Global OpenNet

Windows users can access GO using one of these three secure methods for logging in to the GO
system: 1) SafeWord Fob; 2) RSA Hard Token; and 3) RSA Soft Token.

NOTE: This is a Windows-based guide! For Mac users, see the “GO User Guide for
Mac” for instructions on accessing GO.

Global OpenNet (GO) users must provide the following information to access the system:

1. OpenNet Username
2. OpenNet Password

3. Access Token passcode (generated for you by one of the Access Tokens you have
received — see Figure 1.1 below).

NOTE: If you do not have an Access Token, please contact your local IT administrator.

1.2. Introduction to Your Access Token

An Access Token contains a unique timed code needed to log onto the GO System. It is
generated by either a physical device (Hard Token) or software (Soft Token) installed on a
device you already have; i.e. a BlackBerry mobile device. Access Tokens generate a one-time
passcode that you will use each time you access the GO System. The Figure 1.1 below describes
the different Access Token Types:

Access Token Type Description What it looks like
SafeWord Gold Token : . 7 e
Physical device (Hard Token) that TEPTCIIE
Also known as the FOB Or | ganerates an alphanumeric passcode used | B L HeHbHb |
ONE FOB. to access the GO System. 00060000

GOPOOOGS

RSA SecurlD SID700 Physical device (_Hard Toke_n) that
generates a one-time numeric passcode
used in combination with a user-defined,
Also known as the RSA 6-digit Personal Identification Number

Hard Token, similarto the | (p|N)) to access the GO System.
FOB, to access GO.

Hardware Token

RSA SecurlD Software Software installed on your BlackBerry
Token mobile device. Similar to the Hard

Also known as the RSA Soft | Token, it generates a pne-time: nu_meric_
passcode that is used in combination with
a user-chosen, 6-digit PIN to access GO.

0068 1396

Token because it is a
software token which can be
loaded onto another physical | NOTE: Other mobile devices may be
device; e.g. a BlackBerry approved in the future to host the Soft
Mobile device. Token.

Figure 1-1: Global OpenNet Access Token Types
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2. GO Access and Setup

2.1. GO System Access and Setup

Before logging into the GO system, it is necessary to follow this preliminary system setup
procedure and compatibility check. Please go through these initial steps before performing any of

the procedures that follow later in this document.

Steps

Screen

1. Access the GO System by
opening your browser and
entering http://go.state.gov. On
the GO Home Page, in the menu
on the left side of the page, select
Required System Setup; which
will bring up the information
shown on the right side of the
screen shown here.

F FAQ

* Check Your Connection Speed
» Kiosk Mode

¥ GO User Guides

U.S. Department of State

Global OpenNet

Required System Setup
The Global OpenNet System requires the following settings / components:

LR=
c

Openhet

re TLS v1.0 is enabled in your browser (See "Glob

from =.state.gov in your browser (See "Global

v

8.

;)

Windows

For help, please contact the IT
Service Center (ITSC) at 1-877-
246-9493 if you need assistance
after you have completed the
installation steps as outlined in the
GO Quick Guide.

@ 1nstall Java
9 1nstall Citrix Plug-In
9 install Printing Software

@ Install Java

9 Install Citrix Plug-In
9 Install Printing Software

U.S. Department of State - Global OpenNet

Ensure TLS v1.0 is enabled in
your browser. To do this, in

Internet Options

General | Security | Privacy | Content | Connections | Prografs Advanced

Internet Explorer navigate to
"Tools" > "Internet Options",
and then select the "Advanced
Tab", and check mark "Use
TLS v1.0" if it is not already
check marked, as shown in the
screen. Click on the Apply
button.

All screens are from Windows
Internet Explorer. If you are using
Mozilla Firefox, Google Chrome, or
another web browser, equivalent
“Internet Options™ screens with
equivalent ““Advanced” settings can

Settings

[] Empty Temparary Inkernet Files Folder when browser is cle -
Enable native $MLHTTP support
[ Phishing Fileer

HEREEO
oo®

v
£ | >

*Takes effect after you restart Internet Explorer

Restore advanced settings ]

‘fou should only use this if vour browser is in an unusable skate,

Reset Internet Explorer settings

Deletes all termporary files, disables browser
add-ons, and resets all the changed settings.

.ﬁ. Some setkings are managed by wour systern administrator,

be displayed.

Ok ] [ Cancel
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Steps Screen

3. Next, in the same “Internet Internet Options

Options" WindOW, CIICk on the 3ENer 3 ivacy | Content | Connections || Programs | Advanced
“Security” Tab, and in the

“Select a zone...” field near the Select & 20e jisdinieebaagang=cLHty SELNGS.

top, click on the “Local Q q _j ®
Intranet” icon, and then click on trternet | | SEENGERGRER [rusted stes  Resticted

Found on your intranet,

the “Sites” button. sites
__ Local intranet I - I
.g This zone is For all websites that are [L]

Security level For this zane
Allowed levels for this zone: Al

Medium-low
- Appropriate For websites on wour local netwark
(intranet)
- Most content will be run without prompting vou
- Unsigned Activey controls will nat be downloaded
| - Same as Medium level without prompts

|@| Some settings are managed by yvour syskem administrator,

OF, ] [ Canicel

4. Then click on the “Advanced” Local intranet
bUtton . ‘g Use the settings below to define which websites are included in

. thelocal intranet zone,

Automatically detect intranet network.

YWhat are intranet settifhs? ||_Advanced | [I QK ] [ Cancel
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Steps

Screen

5. When the “Local Intranet”
screen displays, type *.state.gov
and *.state.sbu and Add each to
the “Websites” field, as shown in
the screen on the right. Then
select “Close”. Click on OK
and then OK again, to exit
Internet Options.

Local intranet X

| ‘ou can add and remaove websites from this zone, All websites in
this zone will use the zone's security setkings,

Add this website o the zone:

Websites:

* skate.gow
* state.sbu

6. Return to the “Required System
Setup” screen, and under the
Windows column, click on the
“Java” and “Citrix” items to
install them in your system.
Follow the on screen setup
instructions when installing Java
and Citrix:

e [nstall Java
(www.java.com/en/download/

manual.jsp)
e Install Citrix Plug-In

U.S. Department of State

Global OpenNet

Feas Required System Setup
» Check Your Connection Speed
* Kiosk Mode

The Global OpenNet System requires the following settings / components:

CR= enhet
E

> FAQ
¥ GO User Guides

re TLS v1.0 is enabled in your browser (See "Global Op
)

from =.state.gov in your browser (See "Global

&

8.

@ nstall Java
9 1nstall Citrix Plug-In
9 1nstall Printing Software

For help, please contact the IT
Service Center (ITSC) at 1-877-
246-9493 if you need assistance
after you have completed the
installation steps as outlined in the
GO Quick Guide.

U.S. Department of State - Global OpenNet

NOTE: Wait to install “Printing ) ‘
Software” until after you have
successfully logged in.
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2.2. Log In With Your SafeWord Hard Token (FOB)

Perform the steps below to log into the GO System using a SafeWord Hard Token (FOB).

Steps

Screen

1. Select the SafeWord icon
corresponding to your Windows
Operating System.

NOTE: For instructions on using a Mac
system to access GO, click on the following
link: “GO User Guide for Mac”.

U.S. Department of State

Global OpenNet

JRe e . System Login and Information
7 Chack Toir Canmectssn Spdad
¥ Wik Mode

Byatam

2. Enter your OpenNet Username and
Password.

@. U.S. DEPARTMENT OF STATE
Global OpenNet

—
T o

3. Push the ON button on your SafeWord
Access Token (FOB) and enter your
PIN using the keypad. A passcode will
display for 60 seconds.

NOTE: You should have received a PIN
when you received your SafeWord Token.
If you did not, or have forgotten your PIN,
please contact the IT Service Center.

July 26, 2012
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Steps Screen

4. Enter this 6-digit alphanumeric
passcode into the SafeWord “Token
Passcode Only (FOB)” field and select
Sign In.

U.S. DEPARTMENT OF STATE
@ _ Gilobal OpenNet

—Dnenbi=t Passvizrd

NOTE: To continue logging in to GO, sareworgtoken || |
please continue with Section 2.5, Step 5

below. Otherwise, the section
immediately below explains the RSA
Hard Token.

User Name Jane Doe

OpenMNet Password kkkhkkkkhkkhd

Safeword token kekk ek

July 26, 2012 7 GO User Guide for Windows
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2.3. Log In With your RSA Hard Token ~ @ ) |

Perform the steps below to initially create your PIN using your RSA Hard Token, and to then
login to the GO system using your PIN plus the RSA Hard Token passcode.

Steps

Screen

1. Select the RSA icon corresponding to
your Windows Operating System.

NOTE: For instructions on using a Mac
system to access GO, click on the
following link: “GO User Guide for
Mac”.

U.S. Department of State

Global OpenNet

2. Enter your OpenNet Username and
Password.

G U.S. DEPARTMENT OF STATI
,-.! Giobal OpenNet

Uger Mamea Doaldx

Openiet Password essesessesse

PIN + Token Code

Sign In

3. Look at your RSA Hard Token. It
automatically generates a one-time 6-
digit numeric passcode. This token
passcode is automatically
regenerated every 60 seconds.

July 26, 2012
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Steps

Screen

4. Enter this token passcode only into
the “PIN + Token Code field and
select Sign In.

NOTE: Entering your token passcode
without a PIN is valid initially to
create your PIN. Once your PIN is
created and for all subsequent logons,
you will need to enter the PIN + token
passcode, as documented in Step 7
below.

I
PIN + Token Code |

@ U.S. DEPARTMENT OF STATE
Gilobal OpenNet

User Name ‘DDEJX

OpenNet Password | #eesssssssss

User Name

Jane Doe

OpenMet Password

kkkkkhkkkhkhkk

PIM + Token Code

dedesde dedede

5. You will be prompted to create a new
6 digit PIN. Enter it twice and select
Save PIN.

Welcome to the
Instant Virtual Extranet

) New PIN Required

You must Create 3

New PIN: |

Confirm PIN

erw Personal Identification Number (PIN) before you can $ign in. Your PIN should be & characters long.

6. Enter your OpenNet Username and
Password and in the PIN + Token
Code field, enter the PIN you just
created and the one-time passcode
and select Sign In.

Example: If your PIN is 123456 and
the passcode displayed is 123456 then
you would enter 123456123456 in the
PIN + Token Code field.

NOTE: To continue logging in to GO,
please continue with Section 2.5, Step 5
below. Otherwise, the section
immediately below explains the RSA Soft
Token.

@ U.S. DEPARTMENT OF STATE
Giobal OpenNet

User Name | DoeJx

OpenNet Password |(#essssssssss

PIN + Token Code

User Name

Jane Doe

OpenNet Password

gk ek ok koK ok kedkk ok k

PIN + Token Code

dedede ook ek dede ke

July 26, 2012
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2.4. Log In With an RSA Soft Token (On Your BlackBerry)

2.4.1. Installing an RSA Soft Token on Your BlackBerry
Perform the one-time steps below to install the RSA Soft Token on your BlackBerry device.

NOTE: Exact screens will be determined by the model of BlackBerry device you have;
e.g. in some cases the Download folder referenced below will be the

Applications folder.

Steps

Screen

1. Before logging into the GO System
with your Soft Token, you must
first download the token onto your
BlackBerry device. These steps are
performed one time. After you have
completed the steps in this section,
continue onto Section 2.4.2 below.

o e ]

0068 1396

2. Navigate to the Downloads folder
on your BlackBerry and open your
Downloads folder.

3. Select the RSA SecurlD icon.

4. Now press the Menu button on the
BlackBerry device—you will then
be asked to accept the license
agreement. Scroll to "Accept" and
press the trackball to accept the
licensing agreement.

July 26, 2012
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Steps Screen

5. Close the RSA application and
open your email inbox on your
BlackBerry device.

6. Open the email message which

contains your software token.
(4 Charlotte Brady 6:36p
7. Scroll down to the bottom of the
email message where the token b RO L
appears. Put your cursor next to the @ Jennifer Jefferys 10:12a
token QVujasinovic, Vuki 10:12a

8. Press the Menu button on the
BlackBerry device and scroll down @
to select Import Token.

9. Enter the security password that
was given to you in a separate
email.

10. Once the security password is
entered successfully, you have
completed the installation of the
RSA Soft Token on your
BlackBerry device.

NOTE: This security password is
entered only during the initial
installation of the RSA software.

July 26, 2012 11 GO User Guide for Windows



Steps

Screen

11. Whenever you click on the RSA
SecurlD icon (depending upon your
device, located in either the
Downloads or Applications
folder), the RSA software generates
a random number, that you will use
(along with your RSA Soft Token
Pin) to logon to GO.

12. Now please continue on to Section
2.4.2 to create your RSA Soft
Token Pin.

NOTE: The number generated will
display for approximately 60 seconds.
If you need another number, just click
on the RSA SecurID Icon again.

RuLLBeeRes

peesDiOoes
saaRess

e

2.4.2. Creating your RSA Soft Token PIN
Once you have performed the one-time procedures in the previous section, you can create the

Personal Identification Number (PIN) for your RSA Soft Token.

Steps

Screen

1. Select the RSA icon corresponding to
your Windows Operating System.

NOTE: For instructions on using a Mac
system to access GO, click on the
following link: “GO User Guide for
Mac”.

¥ Mequiesd System Latug
7 Chack Toir Canmectssn Spdad
¥ sk Hode

1 rag

3 R0 User Guides.

U.S. Department of State

Global OpenNet

July 26, 2012
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Steps

Screen

2. Enter your OpenNet Username and
Password.

@ U.S. DEPARTMENT OF STATI
’_! Global OpenNet

User Name Doalx

Openilet Password essessssssss

PIN + Token Code

Sign In

3. Return to your BlackBerry device
and, depending upon your device,
navigate to either the Downloads or
Applications folder. Select the RSA
SecurelD icon and the application
automatically generates a one-time
passcode. This passcode changes
every 60 seconds.

!,\-. il

4. Enter this token passcode only into
the “PIN + Token Passcode (RSA)”
field and select Login. Enter this
passcode into the PIN + Token Code
field and select Sign In.

NOTE: Entering your token passcode
without a PIN is valid initially to
create your PIN. Once your PIN is
created, and for all subsequent logons,
you will need to enter the PIN +
passcode as documented in Step 6
below.

User Name ‘DDEJX

pr—

PIN + Token Code |

PARTMENT OF STATT

Giobal OpenNet

User Name
OpenMet Password

FPIM + Token Code

Jane Doe

kkkkkkkkhkhkx

khkkkkhk

5. You will be prompted to create a new
6 digit PIN. Enter it twice and select
Save PIN.

NOTE: Once you have created your
PIN, you will not see this screen again
until your PIN expires, at which time
you will need to create a new unique
PIN.

W o the
Instant Virtual Extranet

L New PIN Required
create 3

You must creat ew Personal Identification Number (PIN) before you can sign in.

July 26, 2012
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Steps Screen

6. Enter your OpenNet Username and U.S. DEPARTMENT OF STATI

Password and, in the PIN + Token ' G ' o) .
Code field, enter the PIN you just g lobal UpenNet
created and the one-time passcode

and select Sign In. user Name [ a—

Example: If your PIN is 123456 and

the passcode displayed is 12345678,
then you would enter
12345612345678 in the PIN + Token
Code field. User Name Jane Doe

OpenNet Password RERRRRRAREESE

|

PIN + Token Code 7

NOTE: To continue logging in to GO,
please continue with Section 2.5, Step 5
below.

PIM + Token Code dekok ko hkkkkkdk

July 26, 2012 14 GO User Guide for Windows



2.5. Completing Access to the Global OpenNet (GO) System

No matter which type of Access Token you have, the initial steps for accessing the GO System
are the same for all users. When you reach the GO “Login” screen, depending on which type of
token you are using (SafeWord Fob, RSA Hard Token, or RSA Soft Token), you will login with
the appropriate PIN and Token passcode. Perform the steps below to access to the GO System.

Steps

Screen

1. Access the GO System by
opening your browser and
entering http://go.state.qov.

_:'"_ n . -
@.\_/. - |J® http: ffgo.state.gov/

___x.“ ‘W’M[& -\v‘ Lr" '-\-_\-ﬁ-u..‘" N \\_r-

2. Read and accept the system
authorization and consent notice
by selecting | agree.

U.S. Department of State
Global OpenNet

> Required System Setup
> Check Your Connection Speed
> Kiosk Mode

> FAQ

¥ GO User Guides

Read This First
n

3. Once you click on the “I agree”
button, the “System Login and
Information” screen appears, as
shown on the right. Select the
appropriate icon corresponding
to your Token Type (RSA or
SafeWord).

U.S. Department of State

Global OpenNet

July 26, 2012
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Steps Screen

4. Enter your OpenNet Username, @ Ll DEERIEMEINT OF S LAY
Password, and the appropriate A Giobal 0penNet
passcode; e.g. SafeWord or
RSA, and then click “Sign In”. Dot

a.For SafeWord Token: Enter —
an alphanumeric 6-digit

passcode only.
b.For RSA Hard Token: Enter

User Name Jane Doe

a numEI’IC, 6‘d|g|t PIN + a @ OpenNet Password kbbbt dodad
numeric 6-digit RSA Hard Safeword token *kkhkk
Token passcode.
c. For RSA Soft Token: Enter a User Name Jane Doe
numeric, 6-d|g|t PIN + a OpenNet Password kkkkkkdhhkihk
numeric 8-d|g|t RSA Soft PIN + Token Code T e kK KTk
Token passcode.
See sections 2.2, 2.3, and 2.4.2 User Name Jana Dog
above in this document for OpenNet Password Fedk Rk Rk Kk K
paSSCOde dEtaIIS- PIM + Token Code deokkkdok hkkkkkkk
5. When first accessing the GO ¥ ST !
System, users are prompted to Q T
enter their Active Directory liimeniigmooil

(AD) domain. This action must
only be performed once.

Enter your Active Directory
Domain and select Save

Changes.
6. You will now see the GO (=1
System Desktop Launch Screen. == P E———
Select User Desktop to launch '
a remote desktop session. =5
-
e®

July 26, 2012 16 GO User Guide for Windows



Steps

Screen

7. Also when first accessing the
GO System, users are prompted
to install the “Juniper
SetupClient.cab” add-on. This
action must only be performed
once. Next, click ""Always™ if
prompted to complete the
installation.

8. The User Desktop will now
launch (the first time may take
up to 5 minutes — be patient!);
thereafter the Desktop may take
up to 30 seconds to display,
depending upon your
connection). You may now
access applications either from
the Start menu or from the User
Desktop itself.

NOTE: The initial GO desktop will
display with only the Recycle Bin.
You may customize by adding
application icons and changing
some of your desktop settings as
you would your Windows desktop.

ii

[hmo Em

July 26, 2012
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Steps

Screen

9. Your desktop operates in the
same way as your OpenNet
desktop. Select the Start menu
to display all available
applications.

NOTE: It is very important to Log
Off properly after using the GO
system. Always “Log Off”” using
both Step 10 and Step 11.

10. First, to log out of the User
Desktop, you must use the
following method:

1. Click on the Log off button
in the Start menu (lower
left).

July 26, 2012
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Steps

Screen

11. Second, to end your remote

session, click on the “Log Off”
button on the upper right, as

shown in the figure on the right.

A\

Always use the “Log Off”

button to terminate a session.

.

Lagged an as: Boissyod

Main.

Desktops (1)

User Deskiop

Applications (5}

B e

Adobe Reader Intemet Explorer

Hint: Unable to find the resource you need? Use Search to locate it foryou, X

Selectuiew: Groups =

Powerpaint

July 26, 2012
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2.6. Mapping a Network Drive

Your H (Home Directory) network drive should already be available. However, if after following
steps 1 and 2 below to check mapped drives, the additional drives you need do not appear,
proceed with mapping. You will need the correct network drive path. When asked to select a
drive letter, you can select any available letter from I thru Z.

IMPORTANT: Before you attempt to “map” to a network drive, you will need the correct drive
path, which you can obtain while logged on to your office OpenNet computer. To do so, right
click on “My Computer” and then click on “Explore”—the Network Drives will be listed on the
right, with the path included:

Example: If the path shown is:
POL on ‘dosintus.domain.state.sbu\tappublic$\Officeshare$’ (P:)

The network drive path you would type to map your network drive in GO is:
\\dosintus.domain.state.sbu\tappublic$\Officeshare$\POL

SUGGESTION: Once you know the network drive path(s) to your additional office share(s)
etc., you can email yourself your drive path/network share path, and when opening the email up
in GO, you will have the drive path available to copy/paste when mapping your network drive
while in GO. Otherwise, if you are not sure what drive path to use, please obtain the correct path
from your local IRM systems staff or local system administrator, prior to attempting to map to
additional network drives.

NOTE: Drive letters A —H are reserved for system mapping and should not be used.

Steps Screen

1. From your GO published
desktop, click on Start, and then e
click on Documents. © wame:ooire ’

2 Windoy g ekt
§ 2= | Wicrosoft Office word 2007 il

L Remote Deskkop Connection 3
= )

L4 Al Programs
I |search programs and files @J Log aff >|

" IStart
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Steps

Screen

2. When the screen shown to the
right displays, click on
“Computer”, and a list of
mapped drives will display on
the right side under “Network
Location”. Check to be sure the
drive you require is not already
mapped.

EEGOXAPOILTEY  Doman: moservomsststeaby  Memary 7200
Pracessor; I} Kaenf) CPU

3. Next, right click on
“Computer” and click on “Map
network drive...”.

& Downloads

I 00
W 33.5 GB free of 59.6 GB

+ Metwork Location (1)

©
1= Recent Places

hhra

ocal : Collapse Ohirmusershs
[# ¢ Mew Yolume (D)

2 ChhumnC (V\esoca

CIpEn in rEw window

Map nebwork drive, .

WLITE TV

'?ﬂ Metwork

Add a network location

Delete
Rename

Fropetties

July 26, 2012
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Steps

Screen

4. GO should automatically map
users to their Network Drive/
folder that they use at work.
However, if your personal H:
drive is not available, or you
wish to connect to additional
folders for common Office Files
etc., follow these steps:

e Select a drive letter that has
not been used. (Drive letters
A —H are reserved for
system mapping and should
not be used when mapping
additional drives.)

e Type in the network path
to the drive on the Folder
field (the path in the screen
on the right, *dosintus.do-
main.state.sbu\tappublic$\Of
ficeshare’, is only an
example).

e Check the “Reconnect at
logon” box if you want this
drive to automatically map
every time you are logged
into GO.

e Then click Finish.

%, Map Network Drive x|

O @L Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:
pr—

Dirive: Z j

Folder: I\\dDslntus.dD-maln.state.sbu\tappubth\OfﬁcsharjI Browse...

Exarnple: \\serverishare

I Connect using different credentials

Connect to a Web site that vou can use to store your documents and pictures.

5. Your mapped network drive
should now appear under the
Network Location list.

- t‘ﬂll Search Computer

G(i)v I_".i - Computer =

Organize ~  System properties  Uninstal or change @ program  Map network drive  Gpen Control Panel

[ele]
W

= Hard Disk Drives (2)

/'t Faworites
Bl Deskiop Local Disk (C:) New Yolume (D)
- | = | 1
& Dovrinads 33.5 B fres of 59.6 GB oW 7a.7 B Fres of 749 6B

=l Recent Places

[« Metwark Location (2)

W Corputer ~ Chhume _ software (jonewashdenal) (21)
= 3 issocomsntopimussisain (. | <7 N
& Local o) < oeee—" | 55 e or e 0

(g Mew Yolume (D2}
8 ChhumCx (Y{esocoeen
8 software (Vanewashd

€ Network.
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2.7. Connecting to a PST File

In order to connect to a PST file, which is a Personal Folder file (.pst) in Outlook, you should
have available the path to your Network folder and the location of your PST files. The path to
your Network folder may be needed if it was not automatically mapped when accessing GO.

Important: Refer to section “2.6 Mapping a Network Drive” above for information on obtaining
the drive/network folder path required by using your office Desktop computer. Otherwise contact
your system administrator.

Steps Screen
1. From your GO Desktop Iaunch [ Inbax - Microsoft Outloal
Microsoft OUthOk. ¢ OFile  Edit  View ga[ Toals Igctions Help
D New ~ @ 23 x Send/Receive 3
Mail Instant Search »
2. Click on Tools then scroll T e e o
: [jInbox (200} %y Organige
down and click on Account 53 sent tems 1 Rules and Alerts..
Settinas... MaillGolders Out of Office Assistant...
g gf" Mail Items Mailbox Cleanup...
= éi:agjtfl’; Chbum, Ct @ Empty "Deleted Items” Folder
@. Deleted tems (1) @ Recover Deleted Items..,
ﬂl[::lf)t: .'[;333'. Eorms »
amFo Macra 5 |
::.j ::Igl E-mail I Account Settings...
3. From the Account Settings Account Settings
dialog box, click on the Data Data Files
Files tab and click on Outlook Data Files
“Add...”.
E- mall Data Files | bS5 Feeds | SharePoint Lists | Internet €
Settings. .. Set as Default Rermos
fﬁ‘ < >
Filenarne
|
Ma|lbo hwm, Charlie x Mot available
4. Highlight the “Office Outlook x|
Personal Folders Files (.pst)” | i
and CIiCk OK to Continue | hoffice Outlook Personal Folders File {.osk)

Descripkion

Provides more storage capacity For ikems and folders,
Supparts multilingual Unicode daka, Mot compatible with
Outlook 97, 98, 2000, and 2002,

(019

Zancel |
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Steps

Screen

5. A “Restrictions” warning box
may appear at this point. Ignore
this warning and just click OK.

If the “Restrictions™ box displays
again at any point, always ignore
and click OK.

x

|'/ \I This operation has been cancelled due to restrictions in effect on this computer. Please contact your
@' system administrator.

6. To select an existing PST file
from your home drive, scroll
down and select your mapped
home drive on the left side of
the panel. Once your drive is
selected, you can see all of your
files on the right side of the
panel. Highlight and select
your PST file and click OK.

NOTE: If you do not see your PST
file, go to Section 2.6 Mapping a
Network Drive above and follow
the steps to map your Network
folder. Then continue with this
Step 6.

Create or Open Outlook Data File

P o b~ comm. - ek Giesocoeentapio.. - = [ ] search chhumcz ¢

Organize ~  Hew folder

ﬁ Mame | Dake me
4l Libraries L um 4fLjzol
4 Documents YMWARE Request 713f2C
o Music
| WINDOWS 2f10/zC
=] Pictures
(V3 il
B videos ] BackupEmail 847201
[ Deltek Time & Expense - Login 10/14/2
1% Computer [#] | &3 Enterprise 4.2,1 Flgiz01
.5_‘-', Local Disk (C) T croc

me FinTh)
| = chhumcx tesorocentontt —
~ (V3
L op— ] best 12720
— & aehDAss kel trin

~| 4] |

Fils ramme: |Persuna\ Folders(1)

Save as type: |Personal Folders Files

= tide Foblrs .

7. Click OK again to accept this
PST file. And finally, click
Close to exit.

Personal Folders x|

General |

Mame: |Persu:una| Folders

Filgname: I H:'\Personal Folders{ 1), pst
Farmat: | Personal Folders File

Change Passward. .. | Changes the passwc!rd used to access
the personal folder file
- | Reducels the size of vour personal
falder File

Zarmnment

Zancel faply
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Steps Screen

8. Click Add again if you want to x
add an additional PST file, or batariles

Cutlook Data Files
click Close to go back to

Outlook E-mail  Data Files | RSS5 Feeds | SharePaint Lists | Internet Calendars | Published Calendars | Address Books |
. Add... Settings.. @ SetasDefault € Remove (©=) Open Folder...
Hame | Filename | comment [
Mailbox - Chhum, Chatlie % Mot available Default
Personal Falders Personal Folders(1).pst in H:

Selact a data file in the list, then click Settings for more details or click Open Folder to display the 7| e More. .
folder that contains the data file. To move or copy these files, you must first shut down Cutlook,

=1

=P PSIILAL L SIS - VI IO L

9. YOU ShOUId nowseeyour File Edit Wiew Go Tools |}
mapped PST file in the Mail Eile Edit View Go Tools

. Sitlew - | 2] X | CRenl
Folders in Outlook on the left - = = __w
panel. el IS

Favorite Folders % ||| 5earc

[ = Inbox i200
=5 Sent Items

I Mail Folders I | o

L1 All Mail Ite ms g = |
= £5% Mailbox - Chlum, Ck = | R
[ Citrix = A
@ Deleted ems (3) fi
L7 Drafes [10] =
Lj Inbox (200} [Received: Mon
3 mFa Subiject: from 1
— o [PowerPoint doc
Lg Junk E-mail ize: 2 MB
3 mc ==
L= outbox =
L[5 Rss Feeds R
3 5com =)
L= Sent tems R
L& Search Folders =
=4 Persanal Falders r
..... M =0
) v F
ai
=)
o Calendar F
=)
8=| contacts 33
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2.8. Install Printing Software for Windows

After successfully logging into the GO system, you can then install the printing software. The
GO user can install printing software for Windows-based computers from the same “Required
System Setup” page.

Steps Screen
1. When you bring up “Required .
System Setup” from the GO it (] '\ U.S. Department of State
home page (http://GO.State.Gov), Global OpenNet
click on “Install Printing '
Software” under the Windows
i o set Required System Setup
ICon ' Hithecki ol Coonaction Caeest The Global OpenNet System requires the following settings / components:
* Kiosk Mode
> FAQ re TLS v1.0 is enabled in your browser (See "Global OpenNet
* GO User Guides rom *.state.gov in your browser (See "Global
QWiminws %MAC
For help, please contact the IT
g;gu;;;;?ftirnﬂgg aﬂ:s}s-taazz:-e @ 1nstall Java @ nstall Java
e ¥ < st it il
i i ' Install Printing Software I @ Install Printing Software
L 5. Department of State - Global OpenNe )
2. When the “Do you want to run ("File Download - Security Warning =)
or save this file?” screen
appears, first click on “Save” and L L
“Save the ScrewDrivers Client” ﬁ Name: ScrewDrivers Client v4 (ica only}.msi
to your system locally, then click Type: Windows Installer Package, 1.87MB
on Run. From: go.state.gov
~— ] { = ] E e ]
-3 | While files from the Intemet can be useful, this file type can
a/ potentially ham your computer. if you do not trust the source, do not
= run or save this software. What's the risk ?
3. When the “Run - Don’t Run” Internet Explorer - Security Warning (30
window displays, click on the T o PR ST R
“RUﬂ" bUttOﬂ j Name: ScrewDrivers Client v4 (ica only)
' Publisher: Tricerat inc.
E] Mare gptions Bun ] [ Don't Run
| ﬁl While files from the Internet can be useful, this file type can potentially harm
@/  your computer. Only run software from publishers you trust. What's the risk?
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Steps

Screen

4. The InsallShield Wizard will
display a Progress screen.

j%l ScrewDrivers Client v4 (ica only) - InstallShield Wizard

Installing ScrewDrivers Client v4 (ica only)

The program features you selected are being installed.

7] Please wait while the InstallShield Wizard installs ScrewDrivers Client v4 (ica
only). This may take several minutes.

Status:
[— -
InstaliShield
o | wo ) CE)
5. Confirm the installation by 1 ScrewDrivers Client vé (ica only) - InstaliShield Wizard =)

clicking on the “Finish” button.

6. After finishing the installation
successfully, printing is enabled
in the GO system from the
workstation.

InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed ScrewDrivers
Client v4 (ica only). Click Finish to exit the wizard.

July 26, 2012

27 GO User Guide for Windows




2.9. GO System Log-Off

It is very important to Log Off after using the GO system. Otherwise, the session will remain
open in the system, tying up servers and blocking access for others, and possibly compromising
security. There are two important steps to complete Log Off, as shown in Step 1 and Step 2
below. Always “Log Off”” using both of these two steps, in the order and the manner shown.

Steps Screen

1. First, to log out of the User
Desktop, you must use the
following method:

1. Click on the Log off button
in the Start menu (lower
left).

2. Second, to end your remote
session, click on the “Log Off”
button on the upper right, as
shown in the figure on the right.

m
A o

Always use the “Log Off” = e & = & G
button to terminate a session. e Al

Hint: Unable 1o find the resource you need” Uie Search to locate R foryou, X

July 26, 2012 28 GO User Guide for Windows



Steps

Screen

3. The GO Home Page screen
shown here is displayed to
confirm the successful exit from
the GO system.

4. Close the GO Home Page, by
selecting “Close Tab” from the
File menu, or clicking the X in
the upper right of the screen.

|7 GO User Guides

e t

n:
GO Quick Guide.

er you L e
instollation steps as oullined in the

U.S. Department of State

Global OpenNet

Read This First

In order to access this system yo
B

read and accept the lollawing
he scrofl bar to the

LLS. Department of State

fGiinbal Openhict
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